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Installation Instructions

1. Introduction

This document provides step-by-step instructions for the installation and
administration of the CFS-1800F Audit Trail Data Kit, which includes the DB9
male-female serial cable and the CFS1800F software.

1) Software/Hardware requirements

Computer (Desktop or Laptop) with a 386 or higher processor; RS-232
Communications Port or USB Port (Note: USB-to-Serial Converter is needed for
the USB connection.); Microsoft Windows 98 or later versions
(NT/Workstation/Server, ME, 2000, XP, 2003); 4 MB Disk Space, 16 MB RAM;
Microsoft Access 97 or later versions.

2. Before Getting Started
2-1. Register at the lock and then unlock

1) Set the date and time
*Please refer to the Installation and Operation Manual’s 4-4 1) Time Input.
(#)> (*)—> (Master Code) — (#) — (10) > (#)> (yymmddhhmmss) — (#)
Example: In case of 2:12:15 PM on August 1, 2003 (030801141215)
=> (#) > (*) > (Master Code) —(#) —(10) —>(#) —(030801141215) — (%)

2) Register user(s) at the lock

*Please refer to the Installation and Operation Manual’s 4-2 1) Fingerprint
Registration.

Note: When you are registering the user, you need to provide the user’s ID
number and fingerprint.

(#) > (*)> (Master Code) — (#) > (4) — (#)— (ID (1-4 digits)) —>
%

(#) > (Fingerprint Recognition) (Voice Prompt (Registration complete))

*Please refer to the Installation and Operation Manual’s 4-1 2) User Access
Code Set Up (3-10 digits).

(#) > (*)—> (Master Code) —> #) — (1) —> (#) — (User Access Code) — (#)—>
(User Access Code again) — (#)

®" TIn the free scan mode, which is the default mode the lock operates in,
the lock uses the 1:N (one-to-many) identification method of
authentication. You need only the fingerprint (not the user ID) to
unlock in this mode.

" TIn the ID scan mode, the lock uses the 1:1 verification method of
authentication and in order to gain access you need to provide both the
fingerprint and the user ID.

The lock supports up to 100 users in the free scan mode, and 1000 users in
the ID scan mode. Verification is more secure and faster than the
identification method.

Please note: User Access Code is NOT a User ID. User Access Code is a one-
time temporary 3-10 digit code that stays in effect until you change or
delete the code. User Access Code is not restricted by time. User Access
Code is either active or deleted. The infrequent guests or short-term
visitors (i.e., repairperson) should be given the User Access Code, not the
User ID, to access the lock. Important: User Access Code must be deleted
when the guest leaves for the obvious security reasons. The frequent guests
(i.e., children coming home during school break) should be registered with
their fingerprints, not with the User Access Code.
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Please note: The CFS-1800 Audit Trail Data Kit does not allow you to perform
the PC enrollment of the user. User registration must be done at the lock
only, which means that you can’t assign a name to the user. This is why the
value of the user name (the UserName field) for the user that has been
registered at the lock will appear as “UnDefined” in the audit trail entry.

If you are using the [Audit Trail] version of the Data Kit, not the [Audit
Trail and PC Enrollment] version, it is highly recommended that the person in
charge of registering users keep a manual log of users, including user names,
user ID numbers, and if possible, the finger (i.e., left thumb) that the user
has used to register himself at the lock.

Data Kit - Audit Trail: Data Kit - Audit Trail & PC Enrollment:
Includes Cable and Software. Includes Cable, Software and Fingerprint Reader.

3) Open the lock

*Please refer to the Installation and Operation Manual’s 5 2) Opening the
Lock using Fingerprint Mode.

- Free Scan Mode (This is the default mode. Up to 100 Users.)

(#) + (#) + (Apply the fingerprint on the sensor)

*Please refer to the Installation and Operation Manual’s 5 1) Opening the
Lock using the User Access Code.

(#) — (User Access Code) — (#)

IMPORTANT: If the user is granted access, but does not physically open the
lock, his transaction will not be considered as an audit trail event, and
therefore will not be downloadable.
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2-2. Connect the Lock to a PC

Note: The Audit Trail Download feature is enabled only when the lock is
connected to the PC.

Please open the lock’s battery cover. You will find
the DB9, Female Connector on the PCB Board at the
back of \the lock.

11vand

PCB board

1) Using the Serial Connection

Connect the DBY9 male end of the serial
cable (found in the Data Kit) to the
DB9 female connector on the PCB board
at the back of the lock, and connect
the other end (DB9 female) to the PC’s
9-pin RS-232 port.

Note: Most PC serial I/O ports have a
9-pin male connector.

2) Using the USB Connection

Many new laptop computers and some desktop models are now being shipped
without RS-232 serial ports and instead are equipped with USB ports. In
order to communicate over a USB port instead of a RS-232 serial port, you
need to get a USB to RS-232 Converter.

For your convenience, we do offer a USB to 9-pin RS-232 Serial Converter as

an optional item in the Data Kit. If you wish to obtain the USB-Serial
Converter yourself, first you must make sure that the Converter supports the
RS-232 serial interface and that there is no IRQ required. You should be

able to find the single port USB to RS-232 Converters commonly available at
most computer supply stores at reasonable prices. All of these Converters

are supplied with a device driver software, which you must install on your PC.
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After you connect the serial cable to
the USB-Serial Converter and plug the
Converter into the USB port of your PC,
it would look similar to the picture

on your left.

USB Connection

Important: With Communications (COM) ports, you need a specific port to
connect the USB-Serial Converter to. If the Converter is connected to COM
port number 6, for example, you must make sure that you set the port number
to 6 before you download the audit trail events. (See Page 8 for entering
the port number in the input box.)

3. Install the Software
Place the CFS1800F software in the CD-ROM drive.

CFS1800F Setup is preparing the InstallS hield(r) wizard
which will guide vou through the rest of the setup
= process. Please wait.

95 2%

The software installation will start automatically. If the CD-ROM drive does
not automatically run: Select Run from the Start menu, and type x:\CFS1800F
\setup.exe in the Open box (where x is the drive letter for the CD-ROM drive),
then click OK. During the setup, the program will create a directory,
“C:\Program Files\CFS1800F”. The program name will be CFS1800F.

Welcome [‘5_<|

Welcome bo the CFST1800F Setup program.  Thigs program will
ingtall CFS1800F on your computer.

It iz strongly recommended that you exit all *indows programs
before running this Setup program.

Click Cancel to guit Setup and then close any programs you have
runking.  Click Mest to continue with the Setup pragram.

WARMIMG: This program is protected by copyright law and
interational treaties.

Unautharized reproduction or distribution of thiz pragram, or anyg
portion of it, may result in zevere civil and criminal penalties, and
will be progecuted to the maximum extent possible under law.

Cancel

Click Next.

Copyright @ 2004 Creative Vision Electronics, Inc.



Software License Agreement E|

Pleaze read the following License Agreement. Press the PAGE DOWH key to see
the rest of the agreement,

End-User License Agreement For Creative Vizion Electionics, Ine. ~
IMPORTANT-READ THIS CAREFULLY

THIS END-USER LICEMSE AGREEMEMNT ["AGREEMEMT"]1S A LEGAL
AGREEMENT BETWEEM vOU AND CREATIVE VISION ELECTROMICS, INC. [
CREATIVE VISION ELECTRONICS"), Y'OU

SHOULD CAREFULLY READ THE FOLLOWING TERMS AND COMDITIONS BEFORE
OPENING THE PACKAGE TO THE ENCLOSED SOFTWARE PROGRAM.
DOWHLOADING, OR INSTALLING THE SOFTWARE PROGRAM, OR OTHERWISE
USING THE SOFTWARE PROGRAM, MEANS vOU ACCEPT THESE TERMS AND
COMDITIONS AND UNDERSTAMD THAT THEY WILL BE LEGALLY BINDIMG ON
WOU [EITHER AN INDIVIDUAL OR SINGLE ENTITY], AN EMD USER, AND
CREATIVE WISION

w

Do you accept all the terms of the preceding License Agreement? |F you choose Mo, Setup
will close, Toinstall CFS1800F, you must accept this agreement,

< Back Yes Mo |

Click Yes to install the software.

Readme Information Readme Information [‘SZ|

Infarmation: Infarmation:

Orn the CD is a folder called Manual. -~
In thiz folder are PDF files that explain the program.

To read the files you must have

Adobe Acrobat Reader installed on your spstem

[Please go to www adobe com to download a free Acrobat F

Dizar Customer, -~

Thank wou for purchasing the CFS-1800F Data Kit.
"We sincerely hope that you receive this product in perfect
condition and that the contents are complete.

The location of the Manual folder is <24
Mate: X iz the dive letter for the CD-ROM drive.

Please note that there are 2 versions of the Data Kit:

the [Audit Trail] and [Audit Trail and PC Enrollment].

If the fingerprint reader is included in the D ata Kit,

you have the [Audit Trail and PC Enrollment] version,

If yau don't have the reader, you have the [Audit Trail] versic

To find the Marnual folder,

please go to Start > My Computer.
Right-click on CF51800F [+].

On the CD iz a folder called b anual. Click Open [or Explore). 3
In this folder are PDF files that explain the program.
To read the files you must have

Adobe Acrobat Reader installed on your spstem.

If wou have any difficulty installing or uzing this software
please contact our technical support tearn at 201-905-9205,

< | 3

< | =

<Back |{HER YT Cancel | <Back |{THewtsY Cancel

Scroll down to read the Readme information. Click Next.

Choose Destination Location EI

Setup will install CFS1200F in the following directom.
Toinstall to this directory, click Mest.

Toinztall to a different directory, click Browse and select another
directary.

You can choose not ta install CFS1800F by clicking Cancel bo exit
Setup.

Destination Directom

C:%Program FileshCFS12800F Browse...

Cedl | | Click Next.
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ﬁa Click Next.

Setup haz enough information to start copying the program files.
If pows want bo review or change any settings, click Back. [ you
are satisfied with the settings, click Mext to begin copying files.

Current Settings:

Setup Tope:
Complete

Target Folder
C:\Program Files\CF51800F

User Information
I ame:
Compaty:

¢ Back

Cancel |

g Setup iz creating lcons

& CFS1800F You will see the 5 Shortcut Files
Hle Bk Yew Favorbes ook inside the CFS1800F program folder.

Help

o Back (] L.ﬁ /'._jSearch || Felders .

p— ey [t Double-clicking on CFS1800F takes

£ Wiske 5 e Folder m R you to the main menu screen.

(s é?'mmm ) ] RxEvent refers to the audit trail

St [Bf<Ee] ke R download function and DataMan stands
. §E?¥$ﬂ for Data Management.

Other Places w3 2KB

[ Programs
() My Documents

Click Finish to complete the
installation.

Setup Complete

Setup haz finished copying files to your computer.
Setup will now launch the program. Select your option below.

[ ez, | want to view the README File

[ ez, Launch the prograrm file

Click Finizh to complete Setup.

| Finish |

Copyright @ 2004 Creative Vision Electronics, Inc.



8

To start the software, click on the Start button, select Programs,
then CFS1800F. You can also double-click on the CFS1800F shortcut
icon on your desktop to open the program.

Operation Instructions

4. Open the CFS1800F Program
IMPORTANT: Make sure you have connected the lock to the PC and you have set
the time and date to the lock before you proceed.

00 (e ¥E This is the CFS1800F program’s
1w Fingerprint Pattern pcr r_——ﬂﬂﬁ_s - Find User main menu screen. A dialog box

appears with the message, “Data

ser Mama Pregcan[OFF]
el g |— E— mismatched.” You are receiving
. . LCapture

] this message because you don’t

f \K i __ffff__J have the fingerprint reader, which
" File not found | | ™ A, Delete User is included in the [Audit Trail

Clear & New and PC Enrollment] version of the

LA —— Data Kit, not in the [Audit Trail]
W version, connected to the PC.

FE AR B Data Managernent .
. Ignore the message, and click on

g Data mismatched

R pdate
Tt Exit Program ‘ the OK button to make this box

F . .
T disappear.
=>
<<

Registered User(s)

Reload the User List SetPort | Transmit ALL User(s) | Transmit NEW User(s)

5. Set the Port - If you are using the USB connection

If you have connected the lock to the PC via the serial cable and the USB-
Serial Converter, you must find out the specific port that is recognized by
the USB-Serial Converter: Go to Device Manager (Start > My Computer. Right-
click on My Computer and then click Properties. In the System Properties
window, click on the Hardware tab. Click Device Manager) .

Here, you’ll see that the port recognized by the
USB-Serial Converter is COM6. This is the

L. Device Manager

File  Action View  Help Communications Port (port number 6) into which
S 2 =W a the converter is connected. Please note: your
= 2 JANES port number may not be 6. It could be a
+- ' Computer different number depending on what ports are
+|-ge Disk drives available on your PC.
+ g Display adapters
+olgh DYDICD-ROM drives
+-{=) Floppy disk controllers

] _ﬁ Floppy disk drives
+-iy IDE ATASATAPT contrallers
+- Keyboards
+] '_; Mice and other pointing devices
+- s Modems
+ @ Manitors
+- E& Metwork adapters
= 5 Ports (COM& LPT)
(;y" Communications Pork (COML)
5 ECP Printer Port (LPT1)
“_lgf Pralific USE-to-Serial Camm Port
+- % Processors
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CF51800F (Yerl.4.2.10)

™ Tw Flngerprlnt Pattern

User|D
ocl
S R

File not found

3]

Find User

PreScan[OFF]

¥ ¥

Descrlmmn

Capture FP
Save User

I All, Delete User
Clear & Mew

Open RuEvent

Registered User(s)

Data Managerment

Exit Program

Last Update

Selected User(s)

Reload the User

List SetPort | Transmit ALL User({s)

Transmit NEW Useris)

1w Flngerprlnt Pattern

ol

File not found

Set port

Input new port number(1~15]

—

Registered User(:

Find User

PreScan[OFF]

Capture FP

Save User

I™ All, Delete User

Clear & Mew

Open RxEvent

Data Management

M

Exit Pragram

i Selected User(s)

Reload the User

SetPort | Transmit ALL User(s)

List

Transmit NEW User(s)

Click on the Set Port button.

A dialog box appears with the
message, “Set port.” Since the
port recognized by the
USB-Serial Converter is COM6
Device Manager on Page 8),
should enter 6 in the box.

(See
you

Important: You must set the
correct port number before you
download the audit trail events.
If you do not set the port, you
will not be able to download any
events.

Set port

Input new port number(1~1E)

G}

o]

Cancel

If you look inside the CFS-

1800F Program folder and click
the Config.INI file, you’ll
see that the port number is
now set to 6, which is the
number of the port the USB-
Serial Converter is connected
to.

@ Bk - @ - P Oseen p Folders | [122]~
Folders X e = _DEISREG.ISR
B rroganries B /} DataFile /’ Msghap TR File
() ABBYY FineRe 18
a Al Femore ‘SREGBZ L CFS1500F . exe
) Adobe beee wav %] Fingerprint program
|3 Backweb \SVEQBZ
= 5 crstanor . N B
- afi, ata
Cr.urv n;uratlun Settings Mm.su t Access Application ;!
g DataFile p [#] F | D e
MsgMap & KB g
123 Common Files
() Compag Conn. DelsLll isu ﬁ 1z71%.dll _“5 MECOMM32.OCI><
15U File 1.0.0.3 Activer, Control
50 ComPlus Aopl 3KB DIGENT 1221 Driver Fucntion. . - 102KB
() DATA BECKER
() Esst-Teckrss o F sl CY) Data.ldb
(2 Easy Internet FX VEQ "E“" -ﬁ 1.1.0.0 Microsoft Access Recard-La
[£2) Encarta Orline o SFADLL 1KB

(= EPsON =

() EPSON Print ¢
(2 ESTsoft
@ [23) exPressit S.E.
() FaxTools

(2 Google
() Hewlett-Pack:
12 HoonsSecure
(23 Installshield Tr
() Instant Suppc
_ [ mielitover D

B Config.INI - Notepad
Fle Edt Format View Help

EEX

Setwgs—llﬁzoo n, 8,1

Interval=.

CWear‘Intervﬂ—lSOO

TransmitMode=2

,Tr’ansm1tMnde = l:oneButton, 2:TwoBUTTON

;oneButton = Blus:bupPriority(Lock_Data)

,Twnauttnn = red:pupPriority(PC_pata), Blue:pupPriority(Lock_pata)



6. Download the Audit Trail

CFS1800F (Yer1.4.2.10) 5]

rmw Fingerprint Pattern pcr Find User
77777 T PrescaniOFF)
Save User

I~ All, Delete User
Clear & Mew

|

File not found

¥ ¥

Open RxEvent
[ Deseripion | L 4
------- I—‘ Data Management
Last Update
,,,,,,, Exit Frogram |

Registered User(s) Selected User(s)

B
<]

Reload the User List SetPort | Transmit ALL User{s) | Transmit NEW User{s)

RxEvent ril

Locaﬁonﬂ

To start the Audit Trail Download, key the following sequence

" [#]+["]+[MasterAccessCode]+[#]+[11]+[#] "

Buf Clear

7

Search

L

Print Ciut Close

=

RxEvent 5]

Location:/Stock Room

To start the Audit Trail Download, key the following sequence

" #+[1+[MasterAccessCodel+[#]+[11]+[#] "

Search

i

Close

Copyright @ 2004 Creative Vision Electronics, Inc.
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Click on the Open RxEvent button
in the side tool bar.

Fill in the Location address
bar with the name of the room,
door or place where the lock
is installed and accessed.
The name, for example, could
be the Stock Room. Note: It
is recommended that you name
the lock before you download
the audit trail data so that
you could easily refer to the
lock later.

When you are ready to
download the audit trail,
enter the sequence on the
keypad of the lock:

(#)—>
= (#)

(*) — (Master Code)
= (11) —(#)




11
1) Sample Audit Trail Data File

aibvent H A dialog box appears with

Locatinn:lStock Room the message, “Audit Trail
Data Saved”. This means the
events you’ve just

To start the Audit Trail Download, key the following sequence

" [#]+[]+[MasterAccessCode]+[#]+[11]+[#] " downloaded have been
automatically saved to the

Print Ot Buf Clear Search Close database (in Access 97

A=Y

5157 Py kﬁ format - See Data.MDB below) .
DateTime Usertlame |DMum Location Click on the OK button in
2004-07-21 16:38:37 UnDefined! 2580 Stock Room 3
2004-07-21 16:39:29 UnDefined! 3690 Stock Room the RxEvent box in order to

make it disappear so that
you can go onto the next

Audt Trall Data Saved transaction download

4 An authorized user opened the door to the stock room at 4:38pm on July 21,
2004. Note: This user has the User ID 2580 (in the IDNum field).
4 An authorized user opened the door to the stock room at 4:3%pm on July 21,
2004. Note: This user has the User ID 3690 (in the IDNum field).
rImportant: Do NOT include any of the following special characters in the name '
of the Location: /,:,*,<,>,|,? Should you include any one of them, you will
receive an error message and the downloaded access event will not be saved to
the database. Please note that the downloaded transaction history will only
include entries recorded of authorized people who have actually opened the
lock. It will not include entries of authorized people who have not opened
the lock. It will also not include entries of users who have opened the lock
Lwith the Emergency Override Card Key or the Push Button. |
In addition to downloading the transaction(s), you can also perform the
following functions while you are in the RxEvent window:

" Print out a report.
. Clear the Buffer - to clear the current transaction.
. Search - to go to Data Management (See Page 11).
. Close - to return to the CFS1800F main menu screen.
ALl the access events
File Edit Wiew Favorites Tools Help are Saved tO the
Qe - O (T )0 soweh |5 rokers | [ database file, Data.MDB,
Falders 5 2 5 2 By 5 3 3
BTl e (7 savap A which opens with the
@ ) 4BBYY Finere | i Microsoft Access
15 Add Remove | P i . .
@ sdto {3] Zosg — |t application
1) Backweb _isregsz

(97 or higher versions).

= 2 crs1800F
Config.INI
Canfiguration Settings

Data.ldb

) DataFile : Micrasoft Access Record-Locki...

[C3) Msghap @ 1KB 1KE .
'%@mm%s . - Y Note: The Data.MDB file
Compag Conn =% ' DataMan.exs DeIsL_l‘isu 4 IZZIX. .

- I 0.0,
g g;':;h;:ﬁgg batatian ésgsﬁe ﬁ é)IUGEDNaT e oriver Fucrtion,, C L1 be found in the
0 B Tecmras | wscomz.ock — ) A program directory where
§ e - e Yy e Rl oo you installed the CFS-
L B 1800F software.
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CF51800F (Yerl.4.2.10)

User D
S R

[53]
Find User
PreScan[OFF]

Capture FP

File not found

¥ ¥

Save User

[™ All, Delete User

Clear & MNew

Open RxEvent ‘

Description

|E Data Management |

‘ Last Update

‘ Exit Program ‘

Registered User(s)

Selected User(s)

-]
<]

Reload the User List SetPort

Transmit ALL User(s)

Transmit NEW User{s)

7. Perform the Data Management

=l Data Management

Search range

12

If you click on the Search button
in the tool bar of the RxEvent
window, you will be taken to Data
Management. You can also go to
Data Management by closing the
RxEvent program and then clicking
on the Data Management button in
the tool bar of the CFS1800F main
menu screen.

With Data Management, you
can manage the audit trail
data that you’ve downloaded:
You can clear the

EIBX

Clear Search

| wonday | 21,2004 [0 2{H [0 2|m~ [wednesday, Juy 21,2004 l233[H [50.2[m
Search term
Gate UserHame UgerlD Descrintion
| =l | |
/A sl

= transaction record(s),
delete a single entry,
delete all the entries, save
the record as your own file,

Close

[ Event tirne |izate UserlD  [Username

Description

| print, or close the program.

Current date : [2004-07-21 ‘Wednesday 16:53:28]

You can also search or sort
by different fields: Gate
(or location), UserName (the
value of the UserName field
is “UnDefined” if the user
was enrolled at the lock,
not on the PC; the value is
the name of the user
assigned to the user - if
the user was registered at a
PC), UserID, and Description.
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7-1. Search

1) Search by Gate

=i Dala Management @l=kdl Change the dates and times
Search range in the Search Range box so
| Monday , June 31,3004 ~ljo 3[H [0 3|m~ [wednesday, Juy 21,2006 =23 3]H |58 2[m that you can track the
[t I EE transactions that occurred
Userlame UserlD Description
Sun Mon Tue Wed Thu Fri Sat 3 3 3 3
B ‘ | El during the specified time
B 7 8 @ 10 11 12 period.
13 14 15 16 17 18 14 *ﬂ
20 €W 22 23 4 25 B L
27 1 29 30 Close
< aToday: 7/21/2004 UserlD UserMame Description |
Current date : [2004-07-21 Wednesday 16:56:10]
=i Data Management W=3d] After you change the dates
Search range and times in the Search
[wednesday, Juy 21,2004 [0 3{H [0 Z|m~ [wednesday, Juy 2,204 17 3[H |0 2fm range box, enter Stock Room
Search term in the Gate box and click on
Gate UserName UserlD Description .
[Btock Room = | \ \ ||| the Search button in the

= N e N o . tool bar. The search
5?57 : #h §]m @M @L kﬂ, results will show the stock
Clear Search Delete Delete all Save to Excel Preview Print Close room was accessed 2 times on
Eventtime Gate UserlD Userhlame Descrintion ~ Wednesday, July 21, 2004

o Jnbeined between 12:00am and 5:00pm -

2004-07-21 16:39: Stock Room 3690 ILnDefined! .
first by the user (User ID

2580) at 4:38pm and then by
the user (User ID 3690) at
4:39%pm.

™,
< >

Current date : [2004-07-21 Wednesday 16:53:13] Search date : [2004-07-21 ‘Wednesday 16:53:04] RecordCount= 2

Copyright @ 2004 Creative Vision Electronics, Inc.
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&1 Data Management A=k Click on the Clear
: button in the tool bar
earch range
[wedresday, Juy 21,2004 =[0 [H [0 S{M~ [wednesday, Juy 21,2004 =[173{H[0 $]m to change the Gate or
to perform another
Search term
Gate Usgerharme UserlD Descrintion search.
———— N g . e .
7 - Tl
| M| G0 | T s a5
Clear Search Deleta Dielate all Save to Excel Preyiew Brint Close
Eventtime UserMame Description A
IUnDefined!
2004-07-21 16:39:29  Stock Room IWnDefined!

Please note:

. You can’t search by User Name because you can’t assign a user name to the
user that is registering at the lock. This is why the value of the
UserName field is “UnDefined” in the above 2 entries - This means the
user was registered at the lock, not on the PC.

. It’s highly recommended that you keep a manual log of users with

information on user ID, user name and if possible, the actual finger

(i.e., left thumb) that the user has used to register himself at the lock.
. If you wish to assign user names, or perform a search by User Name (i.e.,

John) or Description (i.e., Sales, Shipping), you need to get the [Audit

Trail and PC Enrollment] version of the Data Kit.

2) Search by User ID

=l Data Management -] To search by user ID, enter
Search range the number in the User ID
[wednesday, Juy 21,2004 [0 3{H [0 Z|m~ [wednesday, Juy 2,204 17 3[H |0 2fm box. You’ll see the user
Search term (Wlth the user ID 3690)
Gate Usetklame UserlD Descrintion . .
| Bl 3680 \ -]|| gained entry 2 times on

&

Clear

Save to Excel

Preview

FPrint

gﬁl between 12:00am and at

Llose 5:00pm: He accessed the

Eventtime UserlD Userharme Description - stock room at 4:39pm and

: later opened the door to the
home office at 4:47pm.

‘ Wednesday, July 21, 2004

o

i gearch Delete Delete al

2 IUnDefined!
2004-07-21 16:47:01  Home Office 3690 IUnDefined!

Note: You can’t search by
Description with the current
[Audit Trail] version of the
| Data Kit. If you wish to
assign a user name Or
perform a search by UserName
or by Description (i.e.,
Sales, Shipping), you need

4| to get the [Audit Trail and

4 2 PC Enrollment] version.
Current date : [2004-07-21 Wednesday 17:01:43] Search date : [2004-07-21 Wednesday 17:01:30] RecordCount= 2
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7-2. Applications

The CFS-1800F Audit Trail Data Kit is best suited for commercial, residential,
industrial and institutional applications. In addition to the Stock Room and
Home office, there are other locations where you could consider installing

the lock and downloading the audit trail events from that lock:

Garage

Basement Room

Guest Room

Living Room

Home Office

Computer Room

Warehouse

Laboratories

Hospitals, Clinics and Pharmacies

H-D5WQ HhO QO QO

a. The garage doors are a frequent entry point. Any door leading from the
garage into the house should be securely locked.

c. The infrequent guests or short-term visitors (i.e., repairperson) should
be given the User Access Code, not the User ID, to access the lock. The User
Access Code of the user is a one-time temporary 3-10 digit code and it stays
in effect until you change or delete the code. The User Access Code is not
restricted by time. It’s either active or deleted. Important: The User
Access Code must be deleted when the guest leaves for the obvious security
reasons. The frequent guests (i.e., children coming home during school
break) should be registered with their fingerprints, not with the User Access
Code.

d. Living Room should be secured to track the access days and times of home
maintenance personnel or in-home care child care/elderly care providers.

i. Under the recently enacted Health Insurance Portability and Accountability
Act (HIPAA), doctors, hospitals, health insurers, and other health industry
players must follow new privacy procedures and security methods. HIPAA
requires that only authorized personnel should be able to access the
patients' medical records. CFS3-1800F offers a built-in audit trail feature,
which meets the HIPAA compliance standards and is therefore suited for use in
a health care setting, especially at private physicians’ offices, healthcare
centers, clinics, hospitals, ambulatory care centers, medical billing offices
and pharmacies.
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1) Sample Data Management Data File

The following entries show the downloaded audit trail events that occurred
between 12am and 5pm on Wednesday, July 21, 2004.

= Data Management

Search range
\Wednesday, July 21,2004 w|i0 $H |0 $IM~ |wednesday, July 21,2004 ~[173/H |0 2|m
Search term
Gate UserMame JserlD Descrintion
. i e - e,
7 7 < & | 9
447 5 ﬁﬁi : 'égﬂﬂ M| =] !!! -
Clear Search Delete Delete all Save to Excel Prewiew Erint Close
Event time Gate serlD Lsertlame Diescription -~
2004-07-21 16 3 Stock Room 2580 I nDefined!
2004-07-21 16:39:29  Stock Room 3690 InDefined!
2004-07-21 16:42:31  Garage 2580 IUnDefined!
2004-07-21 16:47:01  Home Office 3630 IUnDefined!
2004-07-21 16:47:51  Basement Room 0as2 IUnDefined!
2004-07-21 16:49:20 Computer Room naaz InDefined!
2004-07-2116:5112  GuestRoom aooo FassMumber
b
< >
Current date : [2004-07-21 Wednesday 17:03:20] Search date : [2004-07-21 Wednesday 17:03:11] RecordCount= 7

The home owner opened the door to the Stock Room at 4:38pm on July 21, 2004.

The home owner’s spouse opened the door to the Stock Room at 4:39%pm on July
21, 2004.

The home owner’s son opened the door to the Basement Room at 4:47pm on July
21, 2004.

L _The guest opened the door to the Guest Room at 4:51pm on July 21, 2004.
Note: His UserID is 0000, meaning he does not have a UserID. Therefore, he
must have accessed the Stock Room via his PassNumber (User Access Code).

Please note:

If the entry shows that the user has a User ID, then this means the user accessed the
Gate with his fingerprint. You can’t assign a user name to the user that’s been
registered at the lock with his fingerprint. This is why the value of the UserName
field is “UnDefined” in the above 6 entries.
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7-3. Save to Excel
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You can save the Data

1 5
Search range .
[wednesday, Juy 21,2004 =0 3[H [0 Sm~ [wednesday, Juy 21,2004  =l[172[H 00 2fm Management entries as your
seareh term own file by clicking on Save
Gate UserName UserlD Deserintion K
\ Ell 1 [ - to Excel button in the tool
| T | o= bar
7 =% -
# | 1 El +
Clgar Search Dslets Deleleall || SavetoBxeal|  Preview Print Close
Eventtime Gate UserlD UserName Description el
M -
2004-07-2116:36:20  Stock Roam 3680
2004-07-2116:4331  Garage 2580 Saven [ () CFS-1800 Audi Trail Events | of BB~
2004-07-211647:01  Home Offce 3680 .
2004-07-21 16:47:51  Basement Room 0852 L ’
2004-07-21 16:49:20 Computer Room 0852 My Recent
Documents
2004-07-21 1656112 GuestRoom 0000 =
[
Desktop
My Dacuments
My Computer
trly Metwork File name: FileS ave St Save
Places l E| [ Go ]
Save as ype: [Excel C3v Files - Cancel
7-4. Preview

To preview the entry

Search range . . .
[wednescay, Juy 21,2004 [0 2{H [0 2w~ |wednesday, uy 21,2004 |17 Z{H 0 2fm record(s), click Preview in
Search term the tool bar.
| Gate J | UserMame ‘ UgerlD ‘ Descrintion J
M Gl Ga | s =
Clear Search Delete Delete all Save to Excel Preview Erint Close
Eventtime Gate UserlD UserMName Description il
| 2004-07-211 k Room IUnDefined!
2004-07-21 16:39:29  Stock Room 3690 IUnDefined!
2004-07-21 16:43:31  Garage 2680 IUnDefined!
2004-07-21 16:47:01  Home Office 3690 IUnDefined!
2004-07-21 16:47:51 Basement Room 0852 IUnDefined!
2004-07-21 16:49:20  Computer Room 0852 IUnDefined!
2004-07-21 16:5112  Guest Room oooo PassHumber
v
| 2
Current date : [2004-07-21 ‘Wednesday 17:08:35] Search date : [2004-07-21 Wednesday 17:08:23] Completed

ntry record(RepTitle) Q

BED W« rn

g8 e

>

Form : 2004-07-21 Wigdnes day00:00

ENTRY EVENT

To : 20040721 Wi ednes day17:00

No | Date [ Gate [ _useriD [userName [Contents
1 2004-07-21 16:38:37 Stock Room 2580 WnDefined!

2 2004-07-21 16:39.29 | Stock Room 3690 W nDefined!

3 2004-07-21 16:43:31 | Garage 2580 W nDefined!

4 2004-07-21 16:47.01 Home Office 3690 WnDefined!

a 2004-07-21 16:47:51 | Basem ent Room 0852 W nDefined!

3] 2004-07-21 16:49:20 Computer Room 0852 WnDefined!

i 2004-07-21 16:51:12  Guest Room 0oao PassMumber

You will see the downloaded access events

5:00pm on Wednesday,

July 21, 2004.
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8. How to Uninstall the Software

B Control Panel

File Edit  ‘igw

Qe - ©

R’ Control Panel

® Add or Remove Programs

Change or

Remove
Frograms

Add Wew
Programs

Add/Remave
Windows
Camponents

@

Set Program
Acress and
Defaults

Favorites

=

Tools  Help

[F O seach [ roders [T~

& =X

Accessibility  Add Hardware
Options

B
Add or
Remov...

w 5 X 8

Administrative Adobe Gamma Date and Tme  Display
Tanls

Currently installed programs:

[F1 8BEYV FineReader 5.0 Sprirk Size  101.00MB 7
{24 Addjremove Plus! 2004 Size
BB adohe Photoshap 6.0

1.78ME

Size  104.00MB
8k Adabe Photoship Alburn Starker Edition

Sie  130.00ME

[ Adohe Reader 6.0 Size  43.59ME
S Blackhawk Striker from Compan (remove only) Size  8.63MB
& Blasterball 2 From Compan (remave only) Size  3.11MB
& Bounce From Compan (remave onky) Size  3.49MB
(@) Cannonbals from Compan (remove onky) Size  6.46MB

=1 CF51800F

mputer, dick ChangefR

|#8 cormnan Connertinns
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To remove the CFS1800F
software on Windows XP:
Start > Control Panel > Add
or Remove Programs. Click
on the Change/Remove button.
(The picture on your left is
from Windows XP Home
Edition.)

To remove the CFS1800F
software on Windows 98:
Start > Settings > Control
Panel > Add/Remove Programs.
When the Add/Remove Programs
Properties dialog box
appears, click on the
Install/Uninstall tab.



